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HERUD1E D LEXIntel DFIEDTZHICDOHFEL THD,
SENREBER[6][10]6Z > cfedh . IR1ETIEDeprecated
(GE#EEE) Lo TWWB,
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- Reference Launch Enclave (ref-LE)

LED KX S7RIntel DFREICEHNTEEE=TNEZBZE DI es.
MDFEEE (CKDEFEFF O] HED KL DICE o feFlexible Launch
Control (FLC) TERHZTINS/\—=>3>0DLE,
HEARNIREEEE(ILEEBIFRIZH. MRENCLAVEXR— X CHEFOIOIEE,

- Platform Service Enclave (PSE)
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(EFRFIREE D= DHLEE T IR I B AE,
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- Third-party Quoting Enclave (QE3)
DCAP-RA (Zxtz0> 3> TrIR) ([CHEWTERSMNDQE.
"3"EHES5 < [Third-Party RAl EWDSEFRMNS, EPID-RA(C
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& LU TCQuoteDERZITD.
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- Provisioning Certification Enclave (PCE)
DCAP-RAT{ERH, Attestationd— DEFEEMERDIZS (.
PCKEWDHEZAHWTCEZZITDAE, sHllld=5%tz0>3>7T
EESUINC IS
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- Quote Verification Enclave (QVE)
DCAP-RAICHE LN TQuoteDIREEZ 1T D IO ICIERA TN DAE,
CES5BHXTIUS A THINT D

 ID Enclave
DCAP-RAT{EHZE=ND. QEIDEVLDIEZEH T D%
o5 bL\AE[27][28]
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. DCAP (—45t>4A—<>>mlt) RSAINE

in-kernel RS AJ\NTC(E. BlEWref-LET SARE(C/R> TLVB[15]

e in-kernel RS\ : Linux1—RJILAICTLAABETNTLB RS1/\
Linux®DSGX RS- /\d. Linux3—=)L5.11EMNS CNICIRDTLD

e KO T. LEEDEIETHNIZENnclaveDie B (CEE L CIZEENMNIC
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- Enclavefc&doBEIEFR] (E. EFIIVEBL A4S (MSR) D
IA32 SGXPUBKEYHASHO~IA32 SGXPUBKEYHASH3N\®D
SGX RSAINICKBEHEBNREZTIAH (CL D TITHNSB[19]
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* TCB : SGXNEZER(CEEITDIHIC. IEUSTFHEL. EED
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* XRICKD CIFI—TEEDEEDENcClavetED
* Trusted Computing Base®H%
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« TCB Recoveryld. SGXDTCBMEFAIL UTZBRICCPUD
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- Remote Attestation (At =MAttestationdtz> 3> THE)
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» SRR U CUVVZIHRZDEPG £, Eon|RIRAFTZ X1 2/ (C
EUTENDH, BRN(CEBAL IR ZFER(CSGX ETITRD

status = sgx_ra proc_msg2(ra_ctx, eid,
sgx_ra_proc_msg2 trusted,
sgx_ra_get _msg3 trusted, msg2,
sizeof(sgx_ra_msg2 t) + msg2->sig rl size,
&msg3, &msg3 sz);

status = sgx_rijndaell128GCM_decrypt (&sk_key, func maln()

( *)data_cipher, c1pher‘1en, a = edist("dataset@")

&tag_t); println "result: ", a

encrypt_store_status( end
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