6. Remote Attestation

FEtLF 1T aFv O TOERE

—

L3 - TEEE)L RXROSwV T

2025¢%




« SGXICH VLT ERBEH AR CTdhDRemote Attestation (RA) DA,
B THDDCAP-RAEIFE(INDEDDVWTEFMICIEFE I B,

o DCAP‘RA#%%%ODRA/]/ > j juﬂn-l_d) ' J_EI_(: cJ: D%/_—j%
¥FEUVWERECDWTHEERIT D,

« 1B, BEEEE[1]THED TEKRASA RZ/ERR L TULBTZ8,
Zin BRI FEdidERNTDOY J 7 L > X Z==hg




FHEES

Attestation— F(CRemote Attestation(CHPUVWCIER ICEEMMGE %=

Intel Key Generation Facility (iKGF)

BRI=9HT. ProvisioninglCkDERE=NS.
TDRER(IEPIDA > ) tnZfiE,

RPK (%) YSEPIDEEEESE. R4 A= FRk U
ABR7793D. IntelDiE{ERLEENMEES,

125 =3y M5 (3 CTERWISFRCIRERES 1.
FEE [CRESNTL D,

O



SGX(CHIFTDHWEHEROZNI(CEHKT DiE (1/2)

- IntellckBmRANIEFR(CHESDOULWVWS., IFTOXD(CEIE T BE
MHED
it
Root Provisioning Key CPUEIERF(CRCPUDe-fuselCBEEFIT 5N S
(RPK; Z7z(EProvisioning Secret) WEEHR. CODMEXINtelflIEIKGFTER - {R1F
LTW3.
Root Seal Key CPURIERF(CHCPUAN CELEIRY (CER =11, e-fuselC
(RSK; ZFE/=(dSeal Secret) AN ESNDMEFIR, CDEIXIntelfil GREF - B
L TLVRUN,
Provisioning Key (PK) RPKMWSEH N3 TOES 3 > U,
Provisioning@F#i & CTERA NS,
Provisioning Seal Key (PSK) RSKM5EH &NS. ProvisioningFHi= L THERR

S—USOZEITOIRODI—YTHE,

(&%) Seal Key : BED> —U>JERH=NDH., CNEBERSKMNSRUS (MRENCLAVE., MRSIGNER) (C
JGUTEKRETNB N, PSKEIFEVOWNEREPOCHEWSIEZE I B[2]EFDEVN G D,



SGX(CHITDHWEEROZNI(CHK T DiE (2/2)

CPUBLEHS
PO RPK ‘ ‘ RSK ‘
/
B SBH PK ‘ ‘ PSK SK

™~

Provisioning(C (F#ERE &

XEEER(C (&, PSKAPSKDEH DR, RPKEANTEUTEE ULTULWBES ULSGXY RS —EH§#E%
FRUTWVWDN. COXTIFEEELTLD,



Remote AttestationDiliE (1/7)

« SGXY > EDEnclave#gex{ER LUIZWWJE—MDII—Y M,
ZIKél(c_%d)?‘/)bEnclaveb\{—iﬁ_J ECHDINZIRELE T DI2HD

_

~N)L

* RAICIZEPID-RAEDCAP-RA (RETHREH) MD2DHWFEEL.
EPID-RADIMEFE (LDEHW) THD

« SGXT

DS =Z0ICBWTIHBICHEEMNETZITHD.,

CDRATZEETEHUL. SGXSDKTHRME =N TL\SHiEE

A1)

1 U CDSGXEE

EDERETHRICENDIEDETT|S RSB LN/



Remote AttestationdDIE (2/7)

« [HTENDEPID-RAICH U TIE. SGXVY S MHlDE=ZISV
(Independent Software Vendor) EMERNENZSHN DT

« — 7. ISVOSGX#gEZFIHITDIVUE—PMI—H (JESGX{H) (F
SP (Service Provider) EMERNENZHNDOE

IR CDXDIRMBTHIMNE. BOTT> 3> TEERT D



Remote AttestationdDifiE (3/7)

« IRETIE. LIFTOXDSICHFFRNT BENTEERR C—RHXBITH D :
o MREEXTSRAMDTEE (SGXH—/\) : Attester
e UE— MO STEEZFIF U Tel 4k - Relying Party (RP)
o AttesterhME UTSEHHLZAREE S DK : Verifier

Jiy

 SENMAIZIHE T IMNE. BED AT LAVYA > T SDETIRE
« BIZ (4. Relying PartyHh\VerifierzF R 355N H D




Remote AttestationdDiiE (4/7)

« RAIZERIIIEZE (CHBIRVD., ZORENZBHEMA(E
B THhD :

[RP - Attester] RARICTLSAHOtY S 3 U i#EIZRT S
(LARER)

[RP] Attesterd®>CPU & EnclavedEIE 4B — 1%
UE—PMHOSIREAET S



Remote AttestationdDifiE (5/7)

LAT(E, HFOTSOEBEDRIE LT, [HSEAL
TS ETHELTWS ] EWSBEELR— N—DR—%
#2BLTEAL TN, RATEUE—MRDTINFREIEE

- AP DI(C. Quoting Enclave (QE3) h*ZdEnclave&LA%Z
7o LT, JOES 3= > TSN zAttestationF—T
ZdDEnclave®REPORTICE#U. QUOTERBERZERKT D




Remote AttestationdDiiE (6/7)

« TD1&. RPIIAttestern'52(THD/ZQUOTEZ. 1R5EH
T dVerifier(SiXE9 D

* QuoteBRA(CXI I D, VerifierdiF DIIAEF I —>(C LD
IREEYS. QUOTERMREPORTAICFE Y SCPUSVNFEN 5.
TONZ 2 HMSHAEETH D h 2 Verifier[CHELTESS

* RPIZZDHIEFRER THD V7T AT—>3 Viind (RA Report)
N5, UET— MDEnclavehVEHERIEE TH DI ZHIKT L .
TDEPCOMDZG ITDIDZEIRET D

« Enclave@a—4DREEIFQUOTERMREPORTZ&E U CEMT D




Remote AttestationDiiE (7/7)

 LA[EfR. RAZIESHD L TRAZIEROBISICAHWSIhEHED
Rz EC-DHKEZRHWTCEMT S

« HFEDENclaveh' AREH (CEX T DiEDDENclave TH d3DH D
E—T%%5E (L. FPHHIGUCAttesterdEnclaved®MRENCLAVE

Z. QUOTERNMDREPORTACZF1SMRENCLAVE &
LEE I DF TRPHMTS

« RAT(Z, RPHEIDIRIZ(ITZR(CERTH D EVDHIIR TERETILH
:ﬁ?ﬁéh% EE(L_/I::




EPID-RAD#RE (1/2)

« MDTIFEPID-RAEWVLVSIHEAFTEULEA. /1&£2025/4/2(C
STECH—EARTIBDEVWDIAMES NERICERELE
R TS > (CE D TIE2024/9/29(C#8 T

sgx_mailing@intel.com
To B+

m D/\rl‘ﬂa:E x

intel

End of Life Pre-Warning - Intel® SGX Attestation Service
Utilizing Intel® EPID

Dear Customer,

Intel plans to end of life (ECL) the Intel SGX Attestation Service Utilizing Intel® EPID
(IAS for short) April 2, 2025. This would include all active API versions. Intel also plans
to limit access to the IAS Development (DEV) environment after September 29, 2024.

Your Action May be Required

Active consumers of IAS should assess their attestation needs and work to migrate to
one of several solution options. Intel-offered attestation alternatives include:

» Intel® Trust Authority = a Zero Trust attestation SaaS
» Intel SGX DCAP with ECDSA-based attestation

Intel will provide periodic reminders as the EOL timeframe approaches.
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