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https://www.supermicro.com/manuals/motherboard/X13/MNL-2481.pdf
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https://www.supermicro.com/manuals/motherboard/X13/MNL-2481.pdf
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Item Part Number Qty. Cost
Printed Circuit Board N/A 1 $18.49
DIMM connector CONN-DDR4-288-SM 1 $16.00
Microcontroller Raspberry Pi Pico 2 1 $5.00
Analog switch ADG902BRMZ 2 $8.00
Voltage regulator LD1117S25TR 1 $0.65
Miscellaneous resistors/capacitors $0.50

Total $48.64
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(b) Redirecting address line.
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(c) Dual switches.



Battering RAM-1 >4 —/R— D5




KRRIRIR

« CDOAAA—IN—H %, LUITDFE ([1]LD5IH) (C i‘fﬂi’a‘:m
SEV-SNP~Y=2/. Legacy-SGXY= 2. Scalable-SGX~¥= 2@
3D(CED T TENENGHI T B

s ZNZNDREZNE(CAMD1. Intell. Intel2&EMERNE(CTD

System TEE Mainboard CPU DIMM(s) DRAM

1 xMTA36ASF8G72PZ-3G2F1
AMD; SEV-SNP ASRock ROMEDS-2T EPYC 7313P 1 x MTA36ASE4G72PZ-3G2R 1 DDR4 RDIMM
Intely Client SGX Dell D11S001 Core 15-6500 1xHMA41GU6AFRS8N DDR4 UDIMM

Intel, Scalable SGX  Supermicro X12DPi-NT6  Xeon 6330 16 xHMAA4GR7AJR8N-XN DDR4 RDIMM
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PCK derivation @

get_pce_priv_Kkey get_provisioning_key

[get_provision_key(&tmp, psvn); »|- -
do_egetkey(...);

// Seed generation
sgx_rijndael128_cmac_msg(&tmp, &seed);

sgx_calculate_ecdsa_priv_key

// ECDSA key derivation j) e
sgx_calculate_ecdsa_priv_key(&seed, &priv_key); sgx_ipp_newBN(...);

pemset(&tmp, 0, sizeof(tmp));
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[1]"Battering RAM: Low-Cost Interposer Attacks on Confidential Computing via Dynamic Memory
Aliasing”, Jesse De Meulemeester et al., https://batteringram.eu/batteringram.pdf

[2]"TEE.fail: Breaking Trusted Execution Environments via DDR5 Memory Bus Interposition”, Jalen
Chuang et al., https://tee.fail /files/paper.pdf
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