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Recently Intel issued a security announcement in response to academic research, known as TEE fail, that attacked Intel SGX-based attestation. As part
of their work on TEE.fail, the authors |mplemented an automated bot to create fake attestations with a genuine Intel SGX attestation key. Intel has
been working to limit any potential impact of the quotes generated from the TEE.fail bot by updating the Intel SGX/TDX Certificate Revocation Lists
(CRLs) materials. Note that the zip file with sample verification tool provided with the bot uses a cached CRL that will continue to pass if used (the CRL
in the zip file has not been refreshed).

A verifier using the updated CRL available from Intel's services should now cause an Intel SGX or Intel TDX quote generated by the TEE.fail bot to fail
attestation verification.

Action Requested for Intel SGX / TDX Verifiers:

Ensure your PCK CRL has been refreshed [/ updated after November 9, 2 pm Pacific Standard Time from the applicable Intel Service endpoint version

your solution currently leverages:

+ hittps://apitrustedservices.intel.com/sgx/certification/v4/pckcrl?ca=platform

Should you suspect a genuine attestation key is being used maliciously, you can always report this to Intel through Intel PSIRT.
Thank You,
Intel SGX & TDX Services Team


https://community.intel.com/t5/Intel-Software-Guard-Extensions/Intel-operational-update-recommendation-to-refresh-Intel-SGX-TDX/td-p/1726386
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[1]”"Battering RAM: Low-Cost Interposer Attacks on Confidential Computing via Dynamic Memory
Aliasing”, Jesse De Meulemeester et al., https://batteringram.eu/batteringram.pdf

[2]"TEE.fail: Breaking Trusted Execution Environments via DDR5 Memory Bus Interposition”,
Jalen Chuang et al., https://tee.fail/files/paper.pdf

[3]"FEFIBRFRIES DIZHDEFESL (T« > RIE) 7, JepkEidE, https://zenn.dev/herumi/articles/ecc-
mul-window
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z.hatenablog.com/entry/2023/07/16/231500

[5]"Confidential VM Guest Attestation Design Detail”, 2026/6/29K &,
https://learn.microsoft.com/en-us/azure/confidential-computing/qguest-attestation-confidential-

virtual-machines-design
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