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int main(void)

{

uint8 t a[4096];
uint8 t b[4096];
uint8 t c[4096];
uint8 t d[4096];
uint8 t e[4096];

d—Fk

[X@ﬁ@w]

DI

*

*

*

*

RE7 RLX

M7 LA
(RAM.LE)




R—F—TIL

« OS(IN—2F—=DJ I ZFAWTREPZ RL R (CHIET D

MEBP FLAZEIE I S
{RE7 RLR |97 RLZR
O0xFF000 0x98000 oS ‘
0xFE000 0x97000
0xFD00O 0x99000
R—SF=T)
OxFFoeee(b) ‘ 0x99000 (d) ‘
‘ OxFEGOO(C) ‘ 0x98000(b) ‘
‘ OxFDeoo(d) ‘ ‘ 0x97000(c) ‘
REB7 RLRA ME7 RLX

(RAMLL)



N—=TJ AN LLFOIRANFEEUTTIGS(CHRET D,
w9 UBEETIIRNWIT S — D=

1. JOUSLMRER—=(CT7OTRTD

2. OSMAISHDIRERE (R—77 T b POCABIBRE)CKD
MEFY RLRAZRET FLANSEHTEEL

|-IJUI

| 3 |
b r—ﬁ a2 ]
C | | d |
d R— || e |
| o JAILB ‘
FE MEF KL R

87 KL X (RAM_L)



AR AL O

» HDMEBERITHREDANT—F (Lo TRHENSTREETNDS
5. €& AJIRFUEE £

o f5ll: ifJOw O CEFRNIZUE

o« AJMKFUIR (C(I2FEFAFE I D :
o ATl ENFRIE
c ANMKEFT—IT7O1R




A TR 7wl AR

- THS(C LD TEBSOBBIC T I/ERENBNDRESN B,
ZN%E [ADKEHIRER] SIER

char* WelcomeMessage(GENDER s) {
char *mesg;

if(s == MALE) {
mesg =

} ’ AR g%

else {

mesg =
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return mesg;
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void* CountLogin(GENDER s) {

if(s == MALE) {

: gMaleCount++; ABIRGET—A T IR

else {
gFemaleCount++;
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Folklore, legends, myths and fairy tales
have followed childhood through the ages,
for every healthy youngster has a wholesome
and instinctive love for stories fantastic,
marvelous and manifestly unreal. The winged
fairies of Grimm and Andersen have brought
more happiness to childish hearts than all
other human creations.
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» FEPIC LeakZz {115 & NSO FEHEN+1S T RED
SO RO, TNENEHF3DT—FNMERTED

« 1J— R B X34/ hT. AESTOwW U THDA4x4THD11T
FITF1FCHET D, T— RRETE128bit(F40— F(C/ED
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5—35} 43'57' &D(L_\ N+17'7/ I\’ﬂid)ﬁ'ﬁuﬁ'j I\c‘:Nj'?/ REED
$£2T0—RETXORZEID TLYD (X(ZX[6]LD5BIH)

0 0 0 0
ko,o k0,1 ko,z k0,3
0 0 0 0
k1,0 k1,1 k1,z k1,3
0 0 0 0
kz,o k2,1 kz,z kz,3
0 0 0 0
k3,o k3,1 k3,2 k3,3
(Rotword]
P P SP, D
(subword]
K K
0,0 0,1 I(0,2 k0,3
Rcon 1 1 1 1
(Ren }— [i < < <
1 1 1 1
I(2,0 I(2,1 I(2,2 k2,3
1 1 1 1
k3,0 I(3,1 k3,z k3,3
(Rotword] Py
P &P & D
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@ Secret @ Peekcret

Q © Pulsar-2 Testnet » (o] © Pulsar-2 Testnet «

Execute Contract Execute Contract
Message
{"add_liquidity":{"deposit":{"pair":
{"token_0":{"custom_token":{"cont

; ract_addr":"secret19ymc8uq799zf
3HovufO3FInoVgM+rbySmL67VuK 36wjsgu4topk8euddxtx5fggns” "to

0qgaelffOgD2NEKvHrZZPalmNYeT ken_code_hash":"5266a630e2b8e
D5Vs88zcRIziWSP+hO2KhdsAEZKf

Message

7ZsdIlEGOsGMeH+0g/nriDREhpGC
bsHVyywWiMwWmjLgZ1Fhb74yiDe
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» ForeshadowINED T O—MERX ([11]1LD5IA)

Phase I: caching enclave secrets Phase IlI: transient execution Phase lII: receive the secret
@ execute enclave enclave <instr> @ reload each slot
an0 X i
access *secret_ptr . @ € ceptlpn handler @ Allocate 256 oracle slots
movb (%rsi), %al —— <instr>
s 3 shl $12, %rax pe siors s:ot #(2)
T T| movq (%rdi, %rax), %rdi <instr> P — slot #
5 secret ] S S — slot #3
A o o2 probe each oracle slot
secret_ptr E o —>{ ] slot #255
! = ()]
@ mark enclave page non-present S 3 output secret flush slots

L . . . . & restablish TLB entries
O Normal instructions D Faulting instruction O Transient instruction stream O Never executed instructions
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EE FDASTILINY T 7 DA X(F256x4096) A N T3
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« BIRDAPIC LeakINETEHEEAH =MD, Enclave Shaking&
F(EINDFE




Foreshadow - 71 —XII (1/3)
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» Controlled-ChannellREDE; EEEk. ZH(EmprotectBEER T
ECEIRTED .

//PTEMDPresentEy &2 U7 L7V ZAAREEICT S

mprotect( secret ptr &vOxfff, 0x1000, PROT_NONE );
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» IFDJ— Rz CTForeshadow (C K D MEBHRODMHEZITD

void foreshadow(uint8 t *oracle, uint8 t sxsecret_ptr)

{

uint8_t v = *xsecret_ptr;
V = V % 0x1000;
uinté4 t o = oraclelvl];

¥

s COWEI— NI, HEENHITHEURENRODYS 2T
RITES5NDTE. Foreshadow(FHEXRGROI— K
EFLBEWNWEVWDI AU Y BOMFIET D
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» mprotect CFICAREZRELUZSEICKID. 3THD
uint8_t v = *secret_ptr; THA—=FIITA—=IL b FEETD

s — C. g_=j-)llj7|'_)l/|\(a_'ﬁ:j IF'-H(J; (L_EBL\_C
4 - SSTHDOVDIEL LT, L1DM5HF> TEEWEINA MY
BN (CERA=NTULED
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BEEVILAITIENERD




ForeshadowI&ZH — LEADIRE (3/10)

» LEEI#ADMRSIGNER{BIF T Otz wH(C)\— R
WB7zs. LEBR(SEREEFFAINEZBE & LR
e ref-LETT(&. MSRMDIA32_SGXPUBKEYHASHO~3(CE€MMRSIGNER{EZ

=S TIADE

= CEERICEENFFRIDAF Y TZITAD

—T A 2TENT

« LEmSEINITTOKENZ = (TH D72 5. EINIT(IANE} Cic#)F—%=&
BHU., (MS5NIZTMACZIRELET D
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MACHMI S ENJ/=EINITTOKENZEUS 9 B /= &DODLEODBQ;&OD
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se//b (trusted runtime)

sgx_get key (0x11760) do _egetkey (0x02658)
4 ) / )
do egetkey (&tmp); ca @//
memcpy (&key, &tmp); \ enclu[EGETKEY]
memset (&tmp, 0x0); — ret %
<5 free(&tmp) ; @ N\ J

e —EuSEs | | T JY, ([[tmp (0xc6a00) Jw—

le_get launch token Y =

MACOD:ETE&
sgx_get key(&key, key1d) [ key (0xe87b0) ]<|

@sgx_cmachS(&key, token); memset (&key, 0x0); @ J

EGETKEY&rT
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& —SAE R EERCEET %5

ojZN 5

c ATSAD T T —RADFERICEDE, 13ER—2TA—J)LIRETDE
HERICCZICEREUTVWSIZREL T SFNHRD




ForeshadowI&ZH| — LEADIRE (9/10)

o COFRACeB)F—(FEL TE
(;ﬁrbtb\ér &D\ Ug_>(

1SN CWLWSERELIDF VY S 1
CHBIFDI—=ZFIVIA—=ILIC

#51BENETHS. ForeshadowlC KB teEF—Dihit(C

FEIh LU CL\B

« E[R(CHH UlcieEF—=HU\C. LEZ:EDIT 32 CEINITTOKEN
ZwiBIE UZ:E(;#_EHE'E5$(;5§IH L CLYD

« LECEGETKEY(C K DicE)F—D4

ERZATIOIRVVR D, KeyIDIEWMZI 5

BE—DFXFXTHDE. BOEFE (Freshness) 1&EZHIRCTED




ForeshadowI&ZH| - LEADOIRZE (10/10)

c TT2U. N7 D TZFA CEARR (C(EIntelDFIIEDIRTH D
74'2/1'&@%‘:&@?%57’ [FTHBEH. SGXBEMED
TF1UFT 1 (CRIFITHZE /NN

« LENERQHEHIEN. ZI(C(FDeprecated(C/RD EFAATEHD D

« 2120, PKADTP O RAEZIFDI1—YEnclaveZiegi = 3FEH
HETUESEVWDHEICDULWTIFRERSZIAETTHD

» EBRIC(IPKDEL (C(FMRSIGNERSMETH D, CNZFDIC(F
Intel T S5 A R— REBLENNEB(CRDIESH. EEBMI(CIE
PKOEH (IABIEEICIELY




ForeshadowIREH| - QENDINE

» [EFR(CUC. QEICdISEGETKEY

(X U CForeshadowX E %=

tHHTDET. LIR—bFF—OPSKOHE (CEMRINL TS

« PSKH\HlIH T3 & AttestationF—Z2 7 >3 —U 0K D28,
AttestationF—DHIH (CHERRII L TULD

« SGX FaillD:waX TH. PowerDVDI(CX] UForeshadowE %

{TH}HTAttestationF—Z i 3 3=
SGX Faillotzo= 3> TCihNJzi@ED

FCHEZEHTEZDIE

« LiRk— hF—1oAttestationF—DiIRBIC K> THRET IHEL
%a)jj'?ﬁ(c_jb\_CESGX Faillotzo= 3 /_Cﬁ‘-tn%/ﬁa‘/"



A3 >DEED -

« Controlled-ChannellXZE (C DWW TR ZITL). EFRICEnclave®
NR—=2 T O AEDIEBICHEDIEEHN ST A RF v RILBY(C
IR E HER| 9 BPoC1— RDEEXITO/E

e J\— RO T VEE FOYPHHMEAR/\ DO ZHMWEIRETH D
/EPIC Leak&. SGXICX I BFIDMeltdownBIIRETH D
ForeshadowIRZE(CDUWW TR LJZ

e EPIC Leakt>Foreshadow!(dtiish CERERINETH DIz,
EiK (T2 < B TR0



SEXH (1/2) -

[1]”Controlled-Channel Attacks: Deterministic Side Channels for Untrusted Operating Systems”,
Yuanzhong Xu et al., https://ieeexplore.ieee.org/document/7163052

[2]"Intel SGX - Controlled-Channel Attacksf#si” B 51,
https://qgiita.com/Cliffford/items/f527fd210e3f7866e803

[3]"SGX-Step: A Practical Attack Framework for Precise Enclave Execution Control”, Jo Van Bulck
et al., https://jovanbulck.github.io/files/systex17-sgxstep.pdf

[4]”"MDS: Microarchitectural Data Sampling”, 2023/7/20E%, https://mdsattacks.com/

[5]"APIC Leak: Architecturally Leaking Uninitialized Data from the Microarchitecture”, Pietro
Borrello et al., https://aepicleak.com/aepicleak.pdf

[6]"AES key schedule - Wikipedia”, 2023/7/27HE,
https://en.wikipedia.org/wiki/AES key schedule

[7]"How Stuff Gets eXposed”, 2023/7/27FEE, https://sgx.fail/



https://ieeexplore.ieee.org/document/7163052
https://qiita.com/Cliffford/items/f527fd210e3f7866e803
https://jovanbulck.github.io/files/systex17-sgxstep.pdf
https://mdsattacks.com/
https://aepicleak.com/aepicleak.pdf
https://en.wikipedia.org/wiki/AES_key_schedule
https://sgx.fail/

2ZX (2/2) “

[8]"Local APICICDU\T - BEDAE", 2023/7/25ME,
https://mmi.hatenablog.com/entry/2017/03/27/202656

[9]”"What is the semantics for Super Queue and Line Fill buffers?”, 2023/7/25H&,
https://stackoverflow.com/questions/45783251/what-is-the-semantics-for-super-queue-and-line-
fill-buffers

[10]”SoK: SGX.Fail: How Stuff Gets eXposed, by Stephan van Schaik et al.,
https://sgx.fail/files/sgx.fail.pdf

[11]"FORESHADOW: Extracting the Keys to the Intel SGX Kingdom with Transient Out-of-Order
Execution”, Jo Van Bulck et al., https://foreshadowattack.eu/foreshadow.pdf

[12]"Questions about launch_token and EINITTOKEN", Intel,
https://community.intel.com/t5/Intel-Software-Guard-Extensions/Questions-about-launch-token-
and-EINITTOKEN/td-p/1094870 (£&%h: https://archive.is/vp6hl)



https://mmi.hatenablog.com/entry/2017/03/27/202656
https://stackoverflow.com/questions/45783251/what-is-the-semantics-for-super-queue-and-line-fill-buffers
https://stackoverflow.com/questions/45783251/what-is-the-semantics-for-super-queue-and-line-fill-buffers
https://sgx.fail/files/sgx.fail.pdf
https://foreshadowattack.eu/foreshadow.pdf
https://community.intel.com/t5/Intel-Software-Guard-Extensions/Questions-about-launch-token-and-EINITTOKEN/td-p/1094870
https://community.intel.com/t5/Intel-Software-Guard-Extensions/Questions-about-launch-token-and-EINITTOKEN/td-p/1094870
https://archive.is/vp6hL

