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https://download.01.org/intel-sgx/sgx-
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« FEBICHEHOEVWBRETILICEWIL TEBSGXTH DN,
TOREIHFNGEHE S W\ SETHESE(ICED DD

« JIZXC. EnclavelRRZ&MEGEE RIS DIRFOI— FEFEN
WEBERDIZSH. SGXTOUS =27 (J#MBEDIERE(CHLY

» SGXElide[1]EWWS MDY Tld. 7t2 4121700 — &
SGX ETEIK KDICUTEFh. 352317(CEXTIEXIELTZ &
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* SGX. ONNTISITEE(E. TCB (Trusted Computing Base) @
A X %ZgeIRED /NS THIEZREOBE LU THFO>TULD

e TCBIZTEELIEBICKKNZRAEETH DN, TEERHIZHNMEHOHN A %=
FBAIDICHU. KDEFENIR/\— RO T 7RREHROEKRTERINDS
EH'%0\, EnclavellX I BEPCOHA X —= (3L

cHARBUI 7L >RICEENTHDED., TCBRADOI—RH
INE TNULBTENREESEEBIRAN (TR TRD,. TCBR®D
F—=AMNNMETNEVWET/RUTCTEHREEZR/IRICHIZ SN
EWVWVDEZ S LWL

+ OSEESDVMEE DT ETCBICIRE D, AMD SEVD L S1RVMELIDTEER
ARR(FEm CHDIENERD
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« SGXEBEARRDTEEDHICImIN I TCBOEZE/\b ZRFAEE(C
ERLUTLD

s FIOTOZ 3D THALDED. I-UYNBHICERTES
EPC (5TCB) Y- X(IAFK(K/IZD/=D96MB
» J— R&FT—HMIAH TIEMB
* BIOSIHEWETILC LD TEEBITNEVNBEEHS

o AITTCDHAXIRDH ? =>IntelDIfEf[2]
* —&. MEENZERMRIFOIEHICHIFITDIV—TILWY Y —DH A XDEFR (A8
EVWSHEEITEB[8][9]
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« 272U, Linux RS A /\DBEEPCOEIKIR— > (EWBARS
ELDRAB(ICLKDR—XXDTVT) DAIgETHh DIz,
N—I ATV I THRTEZDIEE THNIL, BUNCEPCH A X%
5 >4 LARICCHEBNICHETE S

« MD. Scalable-SGXTIFIEPCHA X =1V 45w RBIEDERXK

512GBEX THLRTE S [3]
s FHIDT O3> THRATZED . MEET (32 < TME-MKZRWTW\S /8
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* EPCAXEVZHDIERIGRTED LU TH. RROBR(C(I5ISHhis
AJHEIRRDTCBY A X (15(CTCBADFT —F YA X) ZHASB
BGTZIDVDMNIBINETHD

« BIZ (X, BESEEZZENTF v 1M
9 dForeshadowIXZESEPIC LeakI¥ZE T(Z£. EnclaveIdD
FEEOTF—AZEFrrvSiBREBICcO—RE=E3

[Enclave Shakingl WS #HlTZZ{ERL TS
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» Enclave® IR (CHENRIICEPCH A X ZZE 3 DFZ 0JHE(C
9BDSGXEUT. SGX2E WD EDMHEFE NI

» SGX2T(E. EAUGEULVDENCLSDY —JRERIC KD,
Enclave#JHi{LZ TEEPCR—>%ENN (EDMMEEEE) HRD

e StRXDEPCHA X LR (X (£96MB) ZBX TEPCR—SHEEBIMTES
EDTIFRWE(SEE[7]

« SGX2TIF. ZDOMRDTSCarTD XD IBEINDErSZEnclaved

MNESFIATEDIHEDREMHEL TS
« RDTSC : 700w JREIRENR—XADEFar]ge/RFE Y — AW S5 E 1Bz
BS99 danw[12]




SGX2 (2/3) O

« B, SGX2MIHDN S A& N UDIRVN[4]

Device Vendor Model Source Date Confirmed
Mini Intel NUC NUC7CJYH, Issue 48, Pull 4 Apr
. NUC7CJYH, NUC7PJYH
PC Kit NUC7PJYH Request 68 2019
24 Feb

Laptop Dell XPS 13 9300 Issue 75 2021 XPS 13 9300

Ideapad Yoga 13 Mar
Laptop Lenovo Issue 77 Ideapad Yoga C940

C940 2021

. 18 Jan SuperMicro X12SPM-TF with

Server SuperMicro X12SPM-TF PR 87

2022 Xeon Gold 5315Y

« ZOAh, BAFEICSGX2(CHIELTWLWB IS I RY—E X
I34KAlibaba ClouddDd+ Tdp DIRK[4]
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« 5IRMHC. SGX2(EScalable-SGX & (&< EEAFREDIMEZTHD

« HBICLHS—SGXZSGX1, Scalable-SGXEZSGX2L-KRIFU T
WBXEANMFETET DN, CchUI_RDTH B
o HRFAEXLANILTECDERAZ L TN HdD[11][12]
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« CNIFEZIRTE(L TEnclaveNTIIOSICIHIEKFIT DU (I
—t{ERITI3FEHNHERV] COSEFNRBN ZERT D
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« AT L)V (OSH—FRIVDEEEEDEK) ZF1TI SEEM (L
ETERATSEL)

o 5] : printf, scanf, exit, fopen, fork, exec, time, setlocale

« XEUIEZS| T I X OB ENICERBREIEER TSR0
5l : strcpy

« BFZ(CIE. EnclaveN CERARIEEIRC/C++S1 TSI THIDIERD
tlibc /tlibexx (CHENDIRITNUIIR S TR0
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« Enclavel 11— R(CHBSAISY (*.s0) #0—KRIBFHET

arp AR
o 5 X (L0penSSLT>MySQL ConnectorzEnclaveN C{ER I 3 (&
cla;z___l-ﬁb

NS AITY (*.a) (L. hDZOARABN—HI0oShiRE(C
KFEURITNEEZXDIS UL, @O TEERLEICHIBEZ L.,
FIREMNTIIHRUL

« MOBIBENIREEE S U C. EnclaveIhSEnclaveSh OB~
IFOH I OCALLEWVLWDHEEEN DD (BEH (T 181R)
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« BEOEMUNTRROVWIFE— MI/N\—=FIJITT7E—F (HWE—-F) &£W5
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« RIKPEMN DRI TSGXT7 T U —2 3> #HFET DA,

EAQALL T DD KX DIRtEk £ 78D

s J7AIAIFTELEAATER TER CRL., TDIFE(EMakefilet®
EJLRIOY> REEBEZEITD

%@ﬂﬂu\égﬁ ECALL

7L ~ / \
\/ _= untrusted @ J@J trusted

private.pem
Enclave.cpp

@ OCALL v

enclave.config.xml
\_ Y, \ Enclave.edl J
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s HIR—ZD I 7 A ILENENDOEENILLTOED

App.cpp Enclave#tdDUntrusted’20 00 S5 LADY —X 11— R

Enclave.cpp EnclavedDTrustedR 7O S5 LDV —XJ— R

Enclave.edl EnclavePISh & B < B DzsbD. BREE CiLihkd D
EEzIT7-1IL

Enclave.config.xml Enclave®a>IJ«4 9T 74, /\—3 240
TCSEX (=fEABJEERL v RE) . T AJL hDEPC
E—THA XEZKET D

private.pem EJL RUZEnclave-f X—= (Enclave.so) (CE#%%
15 lcsbWEHE, MRSIGNERIE(CEIZEFRT D
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d—RZEFETB(CIE. EnclaveliFEBEVWZEAZITFOH LD
MEEIRD

« COERZHEVWCREZIFUOE UE UTECALL (Enclave CALL) &
OCALL (Outside CALL) hMFE9 B
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mECALL
AIR—2DHIDLDIC. Enclavedt (App) HSEnclaveNDEEZ

FOH 9 (EI‘]C'BVE((.JEA?% EENTER) KX DORRREABFOE U,
SGXDE 3(J‘Eb\é@f@ﬂ(i%\?%ﬁ?%%\gb\@é

mOCALL
EnclavePAh5—BF8Y(CEnclave®t iCEiT=Z=fF LU (EEXIT) .
Enclave S ORE#EZ O T K S/REZNFUH U,
EI1TR(C(IBEEENTERar T ZF1T L CEnclavellRD[5],
AIRDED ., EnclaveNDOBNIRS A I S UBIR%ZEELE I 5 /=6(C

ERHTE2.
OCALLEREAICHIT BT —F [E—tHRESTNRVDTHER
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« E(&. ECALLY>OCALLOEE - FUH U(Z. BDFEFE (App.cpp

YoEnclave.cpplCEL fEVF) 'C(13/}\4773‘ﬁ¢¥R'C§73&\
e BE(C(E. Enclaveli Rz 5 <REAZD1 > I I 1T — A IIEEICEE
SNRRTNUIRS IRV (REIEZEOFRADILLIESE) 728,
BEOREIERE CIEIATDThHhDIOMER

« CNZBREULUTHRLTINDY—JLELT. SGXSDKICKLDT

Edger8r tool EWDEDHAEETNTLD
° Edger8r0)u;u5’7“7'j—(i fI/'\7l/—9—J [6]

« CDEdger8r tool ([CECALLY>OCALLICEAT DEEZH X TI®D
71 )LHEIERDENclave.edl
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 Enclave.edlNICHITBERE(E. TDIERFHRIEDEDL
(Enclave Definition Language) &S, CEBERDLVOFFIAR
HHASETCHhIDINENSDD

« EDLICEDZE. Edger8r(dXIw = E%X (Edge Routine) &
F(IND. EHTEIGICER 1/ZECALL/OCALLMU UALHE

MedihEnz, Y—RAO—RKEUOAY S =BEEIEMT D
o kD@D, Edger8riC k> TEKSNTENY A (IFRTEDMAIT
Enclave®% @ 1— R(Zinclude 9 3B H D
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« TvwRAEIZEARNIICABDFHATREWL S BRI TIEIRVWENS
THH., BRICHEOHESHEI L

static sgx_status_t SGX_CDECL sgx_ecall_test(void*x pms)

{
CHECK_REF_POINTER(pms, sizeof(ms_ecall_test_t));

sgx_1fence();

ms_ecall_test_tx ms SGX_CAST(ms_ecall_test_tx, pms);
sgx_status_t status = SGX_SUCCESS;

const charx _tmp_message = ms—>ms_message;

size_t _tmp_message_len = ms—>ms_message_len;

size_t _len_message = _tmp_message_len;

charx _in_message = NULL;

CHECK_UNIQUE_POINTER(_tmp_message, _len_message);

sgx_1fence();

if (_tmp_message !'= NULL && _len_message !'= 0) {
_in_message = (charx)malloc(_len_message);
if (_in_message == NULL) {
status = SGX_ERROR_OUT_OF_MEMORY;

goto err;
. (12EK)
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« SGXEEDUIEZ1TDI2HIC(E. BEARR(CSGXSDKTHESINIE

§m®7477U%mdmm¢5MEﬁ@5
e M X (L. EnclaveZicE) 9 Dsgx_create_enclave() 25X ST hEITD

sgx_destroy_enclave()(dsgx_urts.h(CESFEND
o« FIEBIX(E. sgx_ra_context t&EWVWNDHIERADEDTERE(S
sgx_key_exchange.h[CEFENTL\SD
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j=sb, BERFEEVY I 7L OORAESRBUTEWVAZIRAND
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« Enclaved— R(CEAUTIZE. Enclaved X—=> (Enclave.so :

BE(CIRBSATSY) &5

E#%17D (Enclave.sighed.soD4 k)

o [BZ (C(FSIGSTRUCTIBEF =z 4

R L. =5 I(Cprivate.pem™T
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Enclave R 1— ROEJIL R - BE (2/5)
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e RSAEZ 15 Am (CNad256bit SHA-2)\vw = 711EH'MRSIGNER)
 RSAIESLICH T DIEE
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« Enclave 1 X—=DE&A(CIEsgx_sign WV DSGXSDKIC KD T
IHENTWSEBRBERAY —IV=z{ERIT D

« BAICAHWAWMEIRILLTOONY RTERTED

openssl genrsa —-out private_key.pem -3 3072

e BZLAREUT, SDINARATYVIEBRAE2ATYVIERZRD2DOH
F1£9 D
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c SDIWATYVIER  XFEN1IV > RTEnclave1r X—=(C
EBZLIDHI

 2AFYIEBRA  EEBBHBRAITIUPZ I =ZERL. ENICHUL
ANROIMZETR(C K DB RH/ZTF]E. €DEEnclave.solERTET
Enclave.signed.soz 49 5T

« EA)

ITUT)L 1 FDENclave®DSIGSTRUCTD " A\w A" & "5« "[5]

s REBDEEICKD. #EREUTSIGSTRUCTDRD DED ("BR"E
"INy I7") B FERINDICIED
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« S T)ATYVITBLZOANETIEHDN. HHRIETE
EnclaveBAR~mZ(CER I INEHNDH D

c FIZ(IIN—FRDT7 - BF2IVUFo - €S2—J) (HSM) T
HEIREEBRZZTITOHS. 2QATYVIBRA THNILIsgx_sign(C
kFEI. OpenSSLEDY —)L TEBRANTESD

c KO T. HREBY I 7L >ATEIIINATYVIEBAL
)\ O RREnclavelf. 2AFv I EAIRMIREnclave@) |
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« SGXTOT S =20 DM DBDERIUTDARTHD
« Enclave{ERk + TCE)
« ECALLEEZROOTFES «- ECALLOZETT

« OCALLEEZRDIESR - OCALLDETT (OCALLEAKFDF)
- EDLODEE

- EJL ROV RDEEIMT°Edger8r Az Usgx_signDFEUNE LR E (S,
A =ZTIFHEUTCTHSBMakefileTFximad dDT
KUC U< TRUL)

« ZSGXHAPIVEIDERICKHEIRL>TIL—RI71)LIE
BEFEBY I 7L ATHENRD



Edger8riCc kD& SNBSS

« Edger8rzx179 3 &, Enclaved— ROIKEFIRE I 71 IV %
R—ZEUEIT7AIVEDOAY S REEIERMIND

 Enclave.cpp Té&1LEnclave_u.h&Enclave_t.h
* Enclave_u.h®uldUntrusteddE., OCALLA > J 1T —ADiLH
* Enclave_t.hdt(ITrusteddE., ECALLA > J 1T —AOECEH;

« App.cpp &EEnclave.cpplIZNENEFDA HF I T —A%=Z
MBD3NENHDDT. App.cppTEnclave_t.h%Zz. Enclave.cpp
CEnclave_u.hzA1 2O —RIDIHNEHNHDD



App.cpp - & b—20 > D% E

« LEDSIRESRAE U /z D TEIIPREZEUZEN T UNE

Enclavel{EpkiF (OB E(CER NI=EE b—DT > =)

SeE

{AVAN

A

« WIEFE SR < THERmMMRENclave T 9 SFLCTHENMICIRENFFH]

SNBDDTAERIHICWVWSTIRVHERE

« APID{IHR Esgx_launch_token tEIDEFH =R /RTINS

IRBIRND T, COEDOIESH UTeiBHRE AR U CTIRT
sgx_launch_token_t token = {0};

« AppfAlDEEIR (EEE (CmainBEER(CEEi T DD TRL, MEICIHUT

FFEDUIRZFZUE T DDEHHESA0K



App.cpp - Enclave®DfERk - ECE)

- EnclaveDitc & (LB TIR[BHRZM A5, sgx_create_enclave()
FEZ CEnclaveDERk « ECENZEM I D

status = sgx_create_enclave(enclave_name.c_str(),

SGX_DEBUG_FLAG, &token, &updated, &global eid, NULL);

e 5IEUINE(CBRLBHENclaver A—=D T 71 )%, Enclave®
FI\wo 2250 (o0) . E8b—0> (EBxtb) .

e ~—O>FIST (FEgxdb) . &k UTzEnclave®ID
(R > ARBTEUYERIEE) . TDAHENclavelgilzEd/N1 >4




Enclave.cpp — ECALLE#E D EC iR

« ECALLCHEUH 9% ZEnclavefll T EE I D, S
X F5ZOCALLTEDIFIEAEH N I 3S6XK=E

SolEs=zTEL D /=

S<BAPEEREITD
s RNIEE UCHEHRBREBBERIT LDICTS

#include "Enclave_ t.h"
#include <sgx_trts.h>

int ecall_test(const char xmessage, size_t message_len)

{

ocall_print(message);
return 1234;
¥

S SR




App.cpp — OCALLEG# D EE

* OCALLTH O I EZzAppllI CTEER I D. CHUSAppflIRdDT
SGX@%‘J%‘JHb(g%iE(Z 73
« SOIIBI TR N FINZIREL T T DR DEENECT D

void ocall_print(const charx str)

{

std::cout << "Output from OCALL: " << std::endl;
std::cout << str << std::endl;
return;

¥
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« SGXT OV S Z2VMBICHIFF=EER. EDLEMTEINDHMA
THERA BN Z BECHEE U ITNIEIR 57380

- SEIDBEESDEDLIFUTDLS (TS :

enclave
{
trusted
{
/*These are ECALL defines.x/
public int ecall_test([in, size=message_len]const char xmessage,
size_t message_len);
Fi
untrusted
{
/*These are OCALL defines.x/
void ocall_print([in, string]lconst char xstr);
Fi
I
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e trusted”2 0w Z(CECALLICDWTODEZR%. untrusted” 0w
[COCALLICDWTOESEZEIRIT B

 EDRMAT TRFEDAY FOMDEDLE A iRk— b T 32EN
B3N, COBTIEIFE
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« iBFE D CLKDEEH—DECALLDTZHDEDLEER CTI SLLTFDLDI(C
HWERDERIEZFF U T B

public sgx status t store vcf contexts(sgx ra_context t context,
[in, size=vctx cipherlen]uint8 t *vctx_cipher,
size t vctx _cipherlen, [in, out, size=12]uint8 t *vctx iv,
[in, out, size=16]uint8 t *vctx_ tag,

[in, size=ivlen]uint8 t *iv_array, size t ivlen,

[in, size=taglen]uint8 t *tag array, size t taglen,

[out, size=emsg len]uint8 t *error_msg cipher, size t emsg len,
[out]size t *emsg cipher_len);
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* EDLIZR CTWBZIFTEICIRD ZSNEFNAVD. K<KRED &

N—RIC/C++(CHBITZREBOT ORI A TESETHDEN
PAVANES

 ECALLESR C(duis 9 5ETRICpubliciZfiF&E DT d =

« N1 2 ABDSIEN T DBE. €cDHBAEEE (&/\y TJr7THNE
N I7HAX) =48 bhﬁ‘h(ihbhb\%

 EAN(CCEE CERADEFRDODHNERTBIGE TH D, STL®
AR — BIRA A DKD (CC+HRIFDEZRR (FIERATEARL

« ZTNICINR. U TOEZRNEDLMIF CH D, SEEHMICLTLD :
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aﬂiiij

- AEEM(C(E[in], [out], [in, out], [user check]dD4%
F1E 9D (HMIZECALLOZEZ L TLID)

| 1
[iN] | [out] i [in, out]
| 1
| 1
Enclave ] Enclave ] Enclave
| ! val 20
. i !
receive=*send 1 send = 10 !
: ! val
1 1
i &send E
&send i E
| 1
l l
send = 10 : receive = *send ] val=10 val
i ! ==20)
| 1
| 1
| 1
1 1
! !

K Untrustey K Untrusted/ \ Untrustey
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m[in]E¥

EIE (2/5)

TONA 2= (FUCHEUR) A FOHUECEZ
dAE—9237bDEE. [7vyI0—F] OAA—=2(3E0
 ECALLTHNIL. AppfllEDRA > S THREFT DE%=

SRS

Enclavefll(GEL COE—9 BE

ZDOMA 2T LT, BOHUFSDEZFOH UAIIC
FOTCL BFEHFRN (ZN(E[out]DitE)




Enclave.edl - "R >0 EE!SE (3/5)

m[out]ET%
TONA > AZETHE (FOHUE) DOlE=. BUOHUT
GEIH) [CIF>TLB=hDEE. [Fo>O—KR] D
A A= (LY
ECALLTHNIL. EnclavefllhiMRIF I DIEZ EDNA1 > FHEHAT
AppflICF> TS BENHRD

CDOMA 2P LT, BOHUTDEZFOH U SIS
OdE—93FFHERN (ZNIZ[Iin]DES)

e R4 (J\wI7) ZEUTCZIICOE—EB3THEHRDT,.
HOH UAITHRES A XDD)\Y I 7EZERLU CE<HERED
e NULLEDTEDHAXAREESTZD L TIFRSRRL




Enclave.edl - /R >0 EE!E (4/5)

m [|n out]ETE
XFED[in]&[out] G DEEZHEIFORMET. O UTD
EZFOHUEICOE—T 355, BUHUADEZFVOH U

[CFDOTLK DFHCHRDEMN

. —REFIESICRZB3N. BihmED I\ J 741 X (CEmmER
BENMMBELENS, Ny I7ICHUTIEEWNICLS LY
o [ASHDEEBIEE U TIRIF T, TORE—D3IHOEHTHEIOSNS
FOTLKBEVWDEREESHFDEULULRRVLDT, &L EIC{ERAESE
IR LN
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m[user_check]E%
« RIERAD[in], [out], [in, out]DXSRAFIEH—HIA SV TE

« Ny IF7HAXIEEGENH. BENBATEVIBIEDODEES
oD, fERIEHEL
« SVMBEINETIAIINE—ITHFELRL

o FHIFRMNTWVWESVVEHS., BUREIRDITED TRWLWELDZ
BRICR I B3 ERITEEGZV\/H,. IRDRESHEIZ LR
¢« HLLKETHLmIEFEY




Enclave.edl - /J\w J 71/ XE4% (1/3)

cBIMNAAININY I FEBIBINRA I THIGE. ZITET
H A X (CDWTEIHBEIERE U FNIUEIR S0

o XF(C. HIZ(Lint a = 0:ADNA > F*adD LD, I\ T 7 TR
EHADRA VI THNERE

« )\ I 7B A X(CEHET BEMNEE UTC[size], [count], [string]
WMFE1ES D

e [size]°[count] Tl BIFITE U TWLWBRIENA > FIREEA Z
JWBEBHKS (I : gIk@EDLOD[in, size=message_len])

« VI NEB[user _check]BETIIEERATZHU



Enclave.edl - /\w J 71 XE%E (2/3)

m [size]ElE - [count]E%
WINEBEIFEI\Y I 7B XZIBET DIEM

[in, size=4, count=8]int xbuf,DXDITFED

[size]&[count]ZzmBRBELCEZS. /\vw I 751 X(&
[size]*[count](CLKDE&EH ?—Sﬂﬁ%&?ﬁﬂ%

+ [size]ZIEE UIdM D IoimE (. [size]DIB(IEERICTD
MAADBMEITEDINA FYAX (] : intTHNILL) E1RD

[count]ZiEE LI o IEHmE(E. [count]DE(FIGRRICTL 73D



Enclave.edl - J\w J 751 XE4% (3/3)

m[string]B1¥

« Z(FET/\w I MNcharB2dD)\w T 7 (uint8_ t&#)\w J 7 (&
A8) THDO. DIV I F7HI)LBIRETNTUVBRIESICDH
{EFAT]EE

o COFEHFEMIERIE. [in, string]DLDICT BT TXFS%
e DI HIEF

« JZJZULIn], [in, out]BETUDMEBATE W ([out](EAH])
e ZD_Lt. Enclavell(FFEEFT—~%ZuUInt8_t&/)\w J 7 TEIEMN
JERICSV ., CORMZERATEIMRIES FEECARL




App.cpp - ECALLEAZROMHONH L (1/2)

« BISLUT OIS ICAppAITTECALLIC TENclaveNDEEE %=
P STE S

sgx_status_t status = ecall_test(eid, &retval, message, message_len);

. --eid&&retvallFECHhSIHTERE?
s HEEDIEDsgx_status_t(d{a] ?
* TR DEHEE(Z
int ecall_test(const char xmessage, size_t message_len)
THDIFT



App.cpp — ECALLEAZXOHONTH L (2/2)

- COERITETDHGIL. Edger8rhHd
- RDEZHHINI(Csgx_status_tICEEHX.
- B15|E TV T Enclave®ID TH D
sgx_enclave_id _t=E L.
« B2 CTAFDODREDIEZZITEDIRA I ZIETEIT B
EIOICHEIT D REVWDSHERICE > TEIEFERECETNTLS

« ECALLEAZIDREDEDEIhivoid TH D IHE (L. B25|1FCEDE
HR{aFﬁd)ﬂ'\’f AR I DBENRSIRD

7

* ENncC

o)A TTHNITE

H4 ([ &retvalDH DR 1D

aveM 5 ENC

aveNID BRI DR ZITFOH 9155 (L. Edger8ri&k

BERVLOTESEED
* OCALLCE\RDIEN D DIZE(ISIFTIEA=ND. ZiwmEnclavelDIFARE



Enclave.cpp — OCALLEZXDIFEUH U

« NI HEES (Enclave IDDOEHE) HPRE. :
Bk CTHhDIcsD. FM/REHA (L ABS

sgx_status_t status = ocall_print(message);

ARBY(CECALLE

« ECALLEEZRICEIIE T DN, 5lEE U TEHADIstatus TH D
K D7isgx_status tBRIZH={ERA U TITRSR0L
* Edger8rhi C D& B DOZEHZREFCEHEIERNR U TER I /28,
BEEEICKDIAINAIVIS—HEELTCUED




App.cpp - Enclaved> X b= k

« —BDYDEWC ENT T UES. sgx_destroy_enclave()T
EnclaveZT ARSI MU THSERTTS

sgx_destroy_enclave(eid);

return 0;



EJLRUTET Q

* maked~N> RTEJL R, ./appTUntrusted?777 VU4 —> 3> %
E179DE. ECALLAH T—IEDIIERITION S

c LTI DHEAIMNENZ. EnclavelCXFEHN=ZE L.
TS O0CALLTEER =2 LU THD. EEEARNR
SGXT7OUS=Z>0ICHIILTWS

Execute ECALL.

Output from OCALL:
Hello Enclave.

Returned integer from ECALL is: 1234

hole operations have been executed correctly.




(&%) Switchless Call (1/4) Q

« ECALLE:U'OCALLIC (ZHBBEEDA—)\AY RHAFELET I,
Nz KIEICERR T DHEE & L CSwitchless Callh
JESNTL\SD

Linl

» Switchless callld. ALY RDOHNZEND DS TECALL/OCALLI(C
KBA—)N\v RZKIEICERRL S DIl
o IZMIAN/REEH(CRA LU CIEA T = TITABE



(&%) Switchless Call (2/4) Q

 Switchless calldfz&b(C(F. EnclaveicEFHDzD(CLA T DL DR
TRl SR EN TR E LD
* Enclavedit&)(Csgx_create_enclave() Tl37x<
sgx_create_enclave_ex()zZRAW\3

» sgx_create_enclave_ex() KD EBRIICH TS CLWDEAR ZERAITDIC(E
sgx_uswitchless.hz-1>2J)L— K93

#include <sgx_uswitchless.h>

sgx_uswitchless_config_t us_config = SGX_USWITCHLESS_CONFIG_INITIALIZER;
void* enclave_ex_pl[32] = {0};

enclave_ex_p[SGX_CREATE_ENCLAVE_EX_SWITCHLESS_BIT_IDX] = &us_config;

status = sgx_create_enclave_ex(enclave_image_name.c_str(), SGX_DEBUG_FLAG,
&token, &updated, &eid, NULL, SGX_CREATE_ENCLAVE_EX_SWITCHLESS,
(const voidkk)enclave_ex_p);




(&%) Switchless Call (3/4) O

« EDLICHULYTIE. Swtichless Callzx T\ W\BEEDTEZRDFKRE(C
transition_using_threads&1B529 3

« £/, SGXSDKICEDAE=NTL\Bsgx_tswitchless.edlz
12IR—bh33

trusted
{
/*These are ECALL defines.*/

public int ecall_test([in, size=message_ len]const char xmessage,
size_t message_len)

}.
untrusted
{
/*These are OCALL defines.x/
void ocall_print([in, stringlconst char *str)




%) Switchless Call (4/4) “~

c EJLRDU>OTSTICDNTIE. ApplllTlsgx_uswitchless.
Enclavefll Tlsgx_tswitchlessz {159 3%

 App (Untrusted) 4

App_Link_Flags := $(SGX_COMMON_CFLAGS) -L$(SGX_LIBRARY_PATH) ¥
-W1l,—whole-archive -W1l,——no—-whole-archive ¥

—-1lsgx_ukey_exchange ¥
-1$(Urts_Library_Name) -1lpthread -lcrypto -1ssl

* Enclave (Trusted) fl
* —-whole-archive CHRIOWMENHD D

Enclave_Link_Flags := $(SGX_COMMON_CFLAGS) -W1l,——-no-undefined -nostdlib -nodefaultlibs -
nostartfiles -L$(SGX_LIBRARY_PATH) ¥

¥
-W1l,——start—group —-lsgx_tstdc —-lsgx_tcxx —-lsgx_tkey_exchange -

1$(Crypto_Library_Name) -1$(Service_Library_Name) -W1l,--end-group ¥
-W1,-Bstatic -W1l,-Bsymbolic -Wl,—-—no-undefined ¥
-W1l,-pie,—-eenclave_entry -Wl,——export-dynamic ¥
-W1,—defsym, ___ImageBase=0




AL DFEED -

« SGX. ¥ (CEnclave T 070 S ADEZE(CEDERA TRETZNREIFI(C
DU ZITD /T

e EnclaveZzFIABA U < fGERT
SGXT

DS LhDEEZEERT DE
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T
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